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	Module Name 
	Networking Technologies

	Module Code 
	DIT 1204
	

	Year/Term 
	Year 1 Semester 2

	Credit Points 
	4

	Methods of Delivery 
	Lectures and Laboratory work 
	4 

	Hours/Week 



	                                          Subject Details 

	
Introduction 
	This course covers the architecture, structure, functions and components of the Internet and other computer networks. Students achieve a basic understanding of how networks operate and how to build simple local area networks (LAN), perform basic configurations for routers and switches, and implement Internet Protocol (IP). This course is aligned with CISCO CCNA Introduction to Networking (ITN) course.


	
Learning 
Outcomes 

	At the end of the module student will be able to:   
LO1:   Identify basic networking components and topologies 
LO2:	Explain physical, datalink, network, transport, session, presentation, and application layer operations with respect to network.
LO3:   Configure routers, switches and end devices to enable end-to-end connectivity between remote devices
LO4:   Create IPv4 and IPv6 addressing schemes and verify network connectivity between devices.

	Assessment 
Method 
	Final Examination: 50%

Mid Semester practical assessments: 30%
Mid Semester exam 20%

	Module Content
	Topic 1: Introduction to networking (network components, types, and topologies)
Topic 2: Networking protocols and models (ISO OSI model and TCP/IP)
Topic 3: Physical Layer operations and Transmission media
Topic 4: Data Link Layer operations and protocols
Topic 5: Network Layer operation including Internet protocol (IP)
Topic 6: IP addressing (IPv4 and IPv6) and ICMP
Topic 7: Address resolution (ARP)
Topic 8: Transport Layer operations including TCP and UDP
Topic 9: Application Layer
Topic 10: Network Security Fundamentals


	Recommended Reading
	Introduction to Networks Companion Guide (CCNAv7) by Cisco
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